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Brightsight helping you deliver
cybersecure products to global

markets

BUILDING DIGITAL TRUST

brightsight

WWW.BRIGHTSIGHT.COM By _SGS




Connected technologies dominate
modern life. They optimize the
way we work, rest and play,
delivering greater efficiencies and
improving sustainability. However,
these benefits can only be fully
realized if software, systems and
devices are cybersecure.

Brightsight offers comprehensive
cybersecurity training, consultancy

and evaluation solutions to help you
successfully access target markets with
compliant products that mitigate risk and
enable market differentiation.
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COMPLIANCE DRIVER

Hackers are continually testing the
security of our IT systems, undermining
trust and increasing risk. Governments
and customers are now responding
with demands for evidence of

product compliance with recognized
cybersecurity standards.

In competitive and fast-moving markets,
compliance has multiple advantages for
manufacturers and developers:

- Expedites market access

+ Mitigates risk in the value chain

- Enhances market differentiation

Brightsight - the world’s number one
security laboratory

We provide high, medium and low
assurance security evaluations for

a comprehensive range of software
applications, systems and devices for
multiple industries:
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We work in close collaboration with
regulators and certification bodies
around the world and hold the
largest number of Common Criteria
accreditations in the market.

EVALUATION TO CERTIFICATION

We are committed to performing the
most efficient security evaluations on

the market. We aim the balance the right
level of security with the time to market,
optimizing the evaluation process so that
your can maximize outcomes.
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Our phased approach to pre- and formal

\§ security evaluations focuses on reliability

and compliance:

+ Scope and documentation We operate 55+ laboratory setups, covering the full range S

of security evaluation criteria — side channel analysis, :
A erturbation attacks, reverse engineering & physical v ¢
+ Vulnerability assessment P 9 g & phy -

attacks, and IT vulnerability analysis. // N N
« Test plan development £ \
» Test plan execution ' \

» Design review and code review

We hold the large range of Common Criteria accreditations
* Reporting on the market and can support evaluations against the full

1\
range — EAL 1 to EAL 7+
(\ FROM DEVELOPMENT TO AFTERCARE

We support you with solutions that cover the complete product life cycle:

Pre-evaluation Security evaluation Post-evaluation
+ Workshops/training Assessment: + Continuous monitoring
+ Awareness training - Services « Continuous conformance
+ Secure product development » Ad hoc
and testing - Conformance testing
» Developer support . Compliance
+ Pre-evaluation - In dept testing
« Technical system development
life cycle (SDLC) advice

- Evidence readiness

Work with Brightsight

Brightsight joined the SGS Group - the world’s leading testing, inspection and certification . HEADQUARTERS
company - in 2021. With over 35 years of experience, and a growing global network of :
state-of-the-art laboratories, we provide comprehensive training, consultancy and
evaluation solutions to operators in all industry sectors.

The Netherlands
Brassersplein 2
2612 CT Delft

Our experts understand your product and the markets you wish to target. We focus
on reliability and transparency, helping you to minimize risk while optimizing outcomes
in your value chain.

Diefil. The Neterian s

We operate 55+ laboratory setups, employ 170+ specialist security evaluators, and perform
700+ evaluations a year — making Brightsight the number one independent security
evaluation service provider in the world.
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GET IN TOUCH FOR MORE INFORMATION

+31 (0)15 269 2500
brs.sales@sgs.com
www.brightsight.com

FOLLOW US
B www.linkedin.com/company/brightsight

BRIGHTSIGHT IS PART OF SGS. THE WORLD’S LEADING TESTING,
INSPECTION AND CERTIFICATION COMPANY.
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