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The new MPoC

standard combines three
standards into one — PCl SPoC,
PCI CPoC and ‘Tap to Phone’
pilot standards for payment
networks. It is expected to
stimulate developments

and growth in software-
based payment solution

deployments by offering an
industry-wide standard that
can be adopted by associated
international payment
networks.

In November 2022, the Payment Card
Industry Security Standards Council
(PCI SSC) introduced its new Mobile
Payments on COTS (commercial off-
the-shelf) security standard for devices
such as smartphones and tablets. PCI
MPoC is the natural successor to the
various 'Tap to Phone with PIN’ pilot
programs used by payment networks.
'Tap to Phone with PIN’ pilot programs
have been very successful but will be
discontinued by the end of 2023 and so
new solutions must now achieve PClI
MPoC approval.

MPoC introduces new certification
options (certification of components)
and new payment functionalities.
This enables tailoring in line with
market demands for EMV card types
(contact, contactless, MSR) or with/
without PIN, etc.

Limitless world-wide deployment is
possible after achieving PCI MPoC
solution approval and so, whether

you are a software developer, an SDK
provider or a back-end provider in the
payment ecosystem, compliance with
the MPoC standard is crucial when
delivering the highest level of security to
your valued customers.

Brightsight has maintained a strong and collaborative partnership with PCI
for more than 15 years. Our expertise in conducting thorough security evaluations
results in high-quality reports that lead to official certification from PCI.

We are one of the first recognized PClI MPoC laboratories in the world and can offer
comprehensive solutions to help you successfully access target markets with MPoC
security compliant mobile payment solutions, enabling risk mitigation and limitless
worldwide deployment.

OUR SERVICES

As a PCI MPoC recognized laboratory, we offer comprehensive services to support
you throughout all phases of the evaluation and certification process, enabling you
fast-track time to market. Our scope encompasses the full range of consultancy,
pre-assessment and evaluation services, supporting you on your certification journey
from start to finish.

PRE-EVALUATION

Our comprehensive pre-evaluation training and consultancy services help
manufacturers and developers gain a better understanding of PCI MPoC requirements
as they pertain to their products. This will reduce the potential for failure during formal
security evaluations.

e Workshops/training — introduces all the essential elements one needs to know
prior to starting PClI MPoC development. Training focuses on the technical aspects
of the program




e Ongoing developer advisory support
— expert assistance through activities
such as consultancy related to design
reviews, document checks and ad-hoc
questions with the aim of readiness
for product approval

e GAP analysis — identify which aspects
of your implementation process need
to be revised/extended in order to
become PClI MPoC compliant

e Readiness validation
— performed in a mature
development stage to spot obvious
security non-compliance issues in
the design and documentation phase
before the start of the formal MPoC
security evaluation

SECURITY EVALUATION

The PCI MPoC Standard provides
flexibility in mobile payments
acceptance and mobile payment
acceptance solutions development by
allowing the approval of four different
types of MPoC products.

We offer full PClI MPoC security evaluations for:
e MPoC software security evaluation

e MPoC monolithic security evaluation

e Solution integration evaluation:

* |solated SDK or non-isolated SDK
e Certified A&M or dedicated A&M
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e Attestation & Monitoring (A&M) environment security evaluation

BankCard



WHY CHOOSE BRIGHTSIGHT AS YOUR SECURITY LABORATORY?

With over 40 years of experience in cybersecurity and a growing global network of
specialist testing facilities, Brightsight is the world’s number one security evaluation
service provider with over 700 security evaluations completed every year. Our
dedicated team of security experts specialize in software-based security evaluations
and we understand the technical requirements of the PCI MPoC standard and have
the capabilities in place to help you deliver cybersecure products to global markets.
Brightsight is your first choice for independent testing and developer support services
when you want to efficiently deliver secure and compliant software-based payment
solutions.

CONTACT US

+31 (0)15 269 2500
brs.sales@sgs.com
www.sgsbrightsight.com

FOLLOW US
m www.linkedin.com/company/brightsight

Building digital trust

HEADQUARTERS

The Netherlands
Brassersplein 2
2612 CT

Delft

BRIGHTSIGHT IS PART OF SGS. THE WORLD’S LEADING TESTING,

INSPECTION AND CERTIFICATION COMPANY.
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